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DETAILED ACTION 

1 . Claims 1-54 are pending. 

2. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
09/02/2009 has been entered. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1,2, 4-6, 21, 22, 30, 31, 39 and 40 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Cooley (US 20030055979) in view of Jinmei et al. (US 
20050076139), Yip et al. (US 6980550) and further in view of Liston (US 20040103314). 

As per claims 1,21, 30, and 39, Cooley discloses receiving a request from a user 
to obtain an address (see paragraph [0018] and Abstract); obtaining said address; 
obtaining a substitute return address corresponding to said address, said substitute 
return address corresponding to a used one of a block of addresses (see paragraphs 
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[0018] and [0021]); returning said substitute return address to said user (see paragraph 
[0018] and Abstract). 

Cooley fails to explicitly disclose generating a substitute return address, applying 
a function to the address to obtain said substitute return address and monitoring access 
to said address; and detecting an unauthorized attempt to access said address when an 
attempted address corresponds to an unused one of said block of substitute addresses. 

However, Jinmei et al. teaches generating a substitute return address (see 
paragraph [0015]), Yip et al. teaches applying a function to a requested address to 
obtain a substitute return address (see Yip et al. column 3 lines 41-48 and lines 55-67) 
and Liston teaches receiving requests to obtain an address, obtaining the address (see 
paragraphs [0038] and [0039]), monitoring accesses to the address and detecting 
unauthorized attempts when the request corresponds to an unused address (see 
paragraph [0031]). 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to substitute the address generating method of Cooley and Jinmei et al. 
with the one of Yip et al. and to use the monitoring of Liston in the Cooley system. 

Motivation to do so would have been to prevent the exposure of the privacy of 
the communication host or the user to danger (see Jinmei et al. Abstract), to provide 
load balancing (see Yip et al. column 2 lines 55-67) and to provide intrusion detection 
and countermeasures (see Liston paragraphs [0012]-[0017]). 

As per claims 2, 22, 31 , and 40, the modified Cooley, Jinmei et al., Yip et al. and 
Liston system discloses hashing a user address of said user to obtain one value of the 
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range of values mapping to said block of substitute addresses, said one value 
designating said used one of said block of substitute addresses (see Yip et al. column 3 
lines 41-48 and 55-67). 

As per claims 4-6, the modified Cooley, Jinmei et al., Yip et al. and Liston system 
discloses tracing a user when said attempted address corresponds to said unused one 
of said block of substitute addresses (see Liston paragraphs [0038]-[0041]); blocking 
additional unauthorized attempts when said attempted address corresponds to said 
unused one of said block of substitute addresses (see Liston paragraphs [0038]-[0042]); 
and wherein unused ones of said block of substitute addresses corresponds to attack 
detectors (see Liston paragraphs [0038]-[0044]). 

5. Claims 3 and 7 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
the modified Cooley, Jinmei et al., Yip et al. and Liston system as applied to claims 1 
and 2 above, and further in view of Hamzy et al. (US 6941368). 

As per claims 3 and 7, the modified Cooley, Jinmei et al., Yip et al. and Liston 
system fails to disclose hashing the time of a request as a part of the function. 

However, Hamzy et al. teaches hashing a user address, destination address and 
time (see column 6 lines 42-49). 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to include a time with the hash of the modified Cooley, Jinmei et al., Yip et 
al. and Liston system. 

Motivation to do so would have been to only allow a resource (i.e. address) to be 
accessed during a certain time period (see Hamzy et al. column 6 lines 42-63). 
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6. Claims 8-11,1 3-20, 23-26, 28, 29, 32-35, 37, 38, 41-45 and 47-54 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over the modified Cooley, Jinmei et al., 
Yip et al. and Liston system as applied to claims 1 , 21 , 30 and 39 above, and further in 
view of Chari et al. (US 2004001 9781 ). 

As per claims 8-1 1 , 25, 26, 29, 34, 35, 38, 44, and 45 the modified Cooley, 
Jinmei et al., Yip et al. and Liston system tern fails to explicitly disclose changing said 
used one of said block substitute addresses over time. 

However, Chari et al. teaches changing on of the used addresses over time (see 
Chari et al. paragraphs [0013], [0050], [0058]). 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to change the used substitute addresses of the modified Cooley, Jinmei et 
al., Yip et al. and Liston system. 

Motivation to do so would have been to update the addresses during an attack to 
invalidate addresses used in the attack (see Chari et al. paragraphs [0057]-[0058]). 

As per claims 13-20, 23, 24, 28, 32, 33, 37, 41-43, and 47-54, the modified 
Cooley, Jinmei et al., Yip et al., Liston and Chari et al. system discloses tracing a user 
when said attempted address corresponds to said unused one of said block of 
addresses (see Liston paragraphs [0038]-[0041]); blocking additional unauthorized 
attempts when said attempted address corresponds to said unused one of said block of 
addresses (see Liston paragraphs [0038]-[0042]); and wherein unused ones of said 
block of addresses corresponds to attack detectors (see Liston paragraphs [0038]- 
[0044]). 
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7. Claims 1 2, 27, 36 and 46 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over the modified Cooley, Jinmei et al., Yip et al., Liston and Chari et al. 
system as applied to claims 8, 25, 34, and 44 above, and further in view of Griffiths et 
al. (US 6286045). 

As per claims 12, 27, 36, and 46 the modified Cooley, Jinmei et al., Yip et al., 
Liston and Chari et al. system fails to explicitly disclose randomly choosing an address. 

However, Griffiths et al. teaches randomly choosing an IP address (see column 
23 lines 47-49). 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to randomly choose an address in the modified Cooley, Jinmei et al., Yip 
et al., Liston and Chari et al. system. 

Motivation to do so would have been to determine round trip times (see column 
23 lines 44-51). 

Response to Arguments 

8. Applicant's arguments with respect to claims 1-54 have been considered but are 
moot in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL PYZOCHA whose telephone number is 
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(571)272-3875. The examiner can normally be reached on Monday-Thursday, 7:00am - 
4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Michael Pyzocha/ 
Examiner, Art Unit 2437 



